In July of 2009, the LA Times reported that the Kaiser Perma-
nente hospital in Bellflower, CA was fined $187,500 for failing
a second time to prevent unauthorized access to confidential
patient information. Stare officials said Kaiser Permanente Bell-
flower Medical Center compromised the privacy of four patients
when eight employees improperly accessed records.

According to the article, the hospital was previously fined
$250,000 in May for failing to keep employees from snooping
in the medical records of Nadya Suleman, the woman who set
off a media frenzy after giving birth to octuplets in January
2009. The fine was the first penalty imposed and largest al-
lowed under a new state law, AB 1298, enacted in 2008 after
the violations of privacy at UCLA Medical Center.

California was the first state in the country to pass a data
breach notification law with the passing of AB 1298, again
leading the nation in privacy by expanding the scope of
protecting confidential computerized information to include
medical and health information. Approximately 46 states
have since implemented legislation relating to the protection
of an individual’s personal information.

ARRA and Electronic Health Records

On February 17, 2009, the American Recovery and Reinvest-
ment Act (ARR A) (PubLNo 111-5), commonly referred to as
the Recovery Act, was signed into law by President Obama.

Physicians who do not use an EHR system before 2015 will not
receive any incentive payments and are subject to a reduction in
Medicare reimbursements by one percent in 2015, two percent
in 2016, and a minimum of three percent in subsequent years.

EHR - Medicare Incentives Schedule for Physicians

Incentive

Payment Year | 2011 2012 | 2013 | 2014 | 2015
2011 $18k -0- -0- -0- -0-
2012 $12k | $18k | -O- -0- -0-
2013 $8k | $12k $I5k | -0- -0-
2014 $4k| $8k | $12k| $I12k | -0-
2015 $ 2k $4k | $8| $8k | -0-
2016 -0- $2k | $4k| $4k | -0-
2017 + -0- -0- -0- -0- -0-
Total $44k | $44k | $39%  $24k | -0-

Privacy and Security Requirements

The HITECH Act was intended to provide assurance to the
public that the privacy and security of their patient informa-
tion is protected. The HITECH Act significantly expands the
scope of the HIPAA Privacy and Security rules, including civil
and criminal penalties, to business associates - e.g., entities
providing services to health care providers, health insurers
and other HIPAA “covered entities (CEs).”
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